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This document illustrates Nexus FHIR API v1.0 and guidelines on using the APl and
lists Terms and Conditions for use of Nexus FHIR API v1.0. The purpose of this
document is to help developers to use Nexus FHIR API to build their healthcare
application.
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Dependencies

Nexus FHIR API uses EMRDirect Interoperability Engine 2021 as its interface for FHIR
API. Developers and end users will need to use public URL provided by EMRDirect
along with its OAuth2 credentials to be able to access Nexus EHR database.
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APl Documentation

Nexus FHIR API uses EMRDirect Interoperability Engine 2021
The API supports USCDI v1.0 with FHIR US Core 3.1.1 resources.

Developer API documentation can be referred from “Nexus FHIR API v1.0
Documentation.pdf”

Developers may also use following link to access latest API documentation for
development of their healthcare software application.
https://www.interopengine.com/2021/open-api-documentation.html
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Terms and Conditions

This is a legal agreement (“Agreement”) between “you” (a “Developer” or “User”) and
Nexus Clinical LLC (“Nexus Clinical” or “Company”). BY USING Nexus FHIR API
AND/OR Nexus EHR AND/OR ACCEPTING THIS AGREEMENT, YOU ARE CONSENTING
TO BE BOUND BY ITS TERMS.

Nexus FHIR API documentation, access link and materials (together “Materials”) have

been made available to developers for development and testing. The Materials are

provided to developers as-is with no other warranties expressed or implied.

Developers may use the Materials with adherence to the below terms and conditions:
1. Nexus EHR web link has the most up-to- date documentation of Nexus FHIR

API. Developers may keep copies of the Materials; however, they may not be
distributed. Developers wishing to share the Materials may do so via linking
other developers to the Materials hosted on the Nexus EHR.

2. Developers own developments using the Materials. Nexus Clinical LLC owns the
materials, as well as any improvements to or derivatives of the Materials, such
as enhancements to the testing tools or documentation.

3. Developers are welcome to use any programming language of choice to interact
with Nexus FHIR API.

4. Developers are responsible for the products developed and how the products
connect to the other software. Developers are also responsible for complying
with all applicable laws, including not infringing on Nexus Clinical’s or others’
intellectual property rights. Developers are also responsible for complying with
all MU and other applicable compliances required for their application that use
Nexus FHI APIL. Some Interfaces listed on Nexus FHIR API link may require
customer to license additional functionality or build additional workflows or
features, so developers are encouraged to work closely with Nexus Clinical and
Mutual Customers.

5. IMPORTANT: Nexus Clinical makes no representations, warranties, or
guarantees regarding any information provided by the Nexus FHIR API or the
results obtained from any 3rd Party App. or the use of any product or service
and shall not be responsible or liable for any errors or omissions in that
information or the results obtained from any such use.

6. Client applications using the service for API calls require an identifier to
connect. Client identifier creation can be accomplished by vendors, in the case
of patient facing applications, or organizations, in the case of provider-facing
applications.
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You will not, through use of the Nexus FHIR API create Application, or other
code or program that would disable, hack or otherwise interfere with any
security, digital signing, digital rights management, verification or
authentication mechanisms implemented in or by the Nexus FHIR API, Nexus
EHR, any services or other Nexus Clinical software or technology, or enable
others to do so.

Developer Account: In order to establish a Developer Account, you may be
required to provide contact information, organizational details, billing details,
and other information, and you agree to keep the information updated at all
times.

We reserve right on case by case basis to do a background check of developer.
This may require additional documentation from developer.

Entity representation: If you are using the Nexus FHIR API on behalf of a legal
entity (i.e. an App company), you represent that you have proper authority to
act on behalf of and bind the entity to these Terms, and by accepting, you
accept on behalf of the entity (and all references to “you” in the Terms refer to
the entity).

End User Use: In order to use application developed using Nexus FHIR API, end
user has to be active registered user of Nexus EHR with an active subscription.
Applications must not contain any malware, malicious or harmful code,
program, or other internal component (e.g., computer viruses, Trojan horses,
“backdoors”) which could damage, destroy, or adversely affect the Nexus FHIR
API, Nexus EHR Software, services, or other software, firmware, hardware,
data, systems, services, or networks.

Nexus may charge one time and/or monthly fees for maintenance of API.
Developers/Users are required to contact sales@nexusclincal.com to
understand applicable fees.

Developers will be responsible for any compliance, legal and statutory
requirements of their software.

Developers interested in advertising products using Nexus FHIR API, Nexus
Clinical name, or logo, please contact sales@nexusclinical.com to obtain
permission
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Registration of developer and sandbox
environment access

Developers need to connect with Nexus sales team at sales@nexusclinical.com to
initiate registration for Nexus FHIR APL.

Developers will be given access to sandbox environment for initial application
development without any additional fees. Developers may use test data and test their
app on sandbox environment.

Sales team will inform developer, end user about one time/monthly fee for accessing
the Nexus FHIR API on production environment.

Production environment on boarding and credentials will be provided after
application development is completed.
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Developer Guidelines

Developers using Nexus FHIR API will have access to PHI hence are required to comply
various guidelines regarding health care app development including but not limited to
HIPAA guidelines.

Some of the key guidelines are listed below, however developer is expected to be
completely aware of relevant compliances of health care app development and follow
them diligently.

Failure to comply with HIPAA, Federal or state specific guidelines may result in
suspension or termination of API access.

Safety and Security Guidelines

1.

Developers are expected to use industry standard encryption algorithm to
protect PHI while storing it on permanent or non-volatile storage like files,
database etc.

Use of TLS 1.2 or higher protocol for data transfer should be used by developers
while transferring PHI over network.

Developers should avoid use of PHI for testing and should create/use test data
which doesn’t relate to any real PHI.

Developers are required to document data access requirement and inform end
users who are using software developed by them. Any changes to data access
requirement must be notified to end users.

Developers should not misrepresent product capabilities to Nexus and end
users.
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API Fees

Developers that are developing, testing application using Nexus FHIR API will not need
to pay any fees for -
1. Using Nexus FHIR API documentation
2. Accessing sandbox API environment for development and testing
3. Developer may provide test data required for their testing in standard C-CDA
format for up to 5 patients to Nexus team to upload on sandbox environment.
Data will be uploaded at no additional cost on the sandbox account assigned to
the developer. Creation of additional test data may be chargeable.

Developers or end users accessing Nexus FHIR API on production environment will be
required to pay -
¢ One time account registration fees and/or monthly access fees for the users
accessing the API through the 3 party applications.
e The fees will be applicable for each medical practice based on number of users
accessing the API for the account.
e Developers, end users may contact Nexus Sales team to understand fees for
production onboarding and access.



